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Social Media Surveillance: 
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Restricting the Emergence of Security Threats that Risk Information 
and Communications Technology Act or the RESTRICT Act 

This bill requires federal actions to identify and mitigate 
foreign threats to information and communications technology 
(ICT) products and services (e.g., social media applications). 
It also establishes civil and criminal penalties for violations 
under the bill.

Specifically, the Department of Commerce must identify, 
deter, disrupt, prevent, prohibit, investigate, and mitigate 
transactions involving ICT products and services (1) in which any 
foreign adversary (such as China) has any interest, and (2) that 
pose an undue or unacceptable risk to U.S. national security or 
the safety of U.S. persons.

Additionally, Commerce must identify and refer to the President 
any covered holding (e.g., stock or security) that poses an undue 
or unacceptable risk to U.S. national security or the security 
and safety of U.S. persons. If the President determines that the 
holding poses such a risk, the President may compel divestment 
of or otherwise mitigate the risk associated with the holding.

Commerce may (1) designate any foreign government or regime 
as a foreign adversary upon a determination that the foreign 
government or regime is engaged in a long-term pattern or serious 
instances of conduct significantly adverse to U.S. national 
security or the security and safety of U.S. persons, and (2) 
remove such a designation. Commerce must notify Congress before 
making or removing a designation; these actions are subject to 
congressional disapproval.

The bill outlines (1) enforcement mechanisms, including actions 
by the Department of Justice; and (2) civil and criminal penalties 
for violations.

summary: S.686  -  THE RESTRICT ACT

(Updated April 9, 2023)

Since this zine’s creation, there have been sophistications to 
social media surveillance. At the time of this writing, Congress 
is courting the Restrict Act, misleadingly referred to as the 
“TikTok Ban”; this will criminalize any users who engage in 
communications with or services tied to nations that the US 
government has deemed foreign adversaries. 

Our community’s success at using social media to delegitimize 
the moral or objective veneer of the state’s actions is precisely 
the reason lawmakers are now seeking to codify their ability to 
censor and criminalize its users. When resistance movements and 
communities find ways to build power on social media platforms, 
motions such as the Restrict Act are predictable responses. 
Our current national fights against the criminalization of the 
existence of trans people, women’s bodily autonomy, and Weelaunee 
forest defenders parallel concurrent events that are right at 
our doorsteps. L.A. has enforced bans of protests within 300 feet 
of property and attempted assessment of “damages” to City Hall 
after protests. These are coercive practices resulting from our 
vocal dissent of looming mega-events such as the Olympics, which 
we have taken both to the streets and online. 

In the fight against social media surveillance, there will always 
be sophistications to anticipate. This zine is perennial in its 
intent to make meaning of our fight against the stalker state.

Foreword



4 5

#BlackLivesMatter

SHADOWBANNED

Social media has woven itself into every aspect of our lives, 
from our desire for connection to absolute consumption. But the 
purveyors and keepers of social media platforms aren’t driven by 
altruistic desires to create spaces that foster our liberation. 
These corporations have the same objectives of commodification 
and control that the state, capitalists, and settlers have always 
worked toward. 

This is marked by how quickly consumable content can be restricted 
by these platforms, specifically when it’s deemed critical of 
white supremacist power structures. Black communities bear the 
brunt of this censorship. Black Lives Matter groups have reported 
being “shadowbanned” on various media platforms. Black creators 
on TikTok also experienced a drastic reduction in their views on 
videos containing #BlackLivesMatter and other related hashtags 
during the peak of the 2020 uprisings. These clear examples of 
political repression are just a few from the myriad that point to 
social media platforms’ reinforcement of state violence. They are 
a tool in the state’s arsenal to help enact racist state violence.

INTRODUCTION
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THE “SOCIAL NETWORK ANALYSIS” 
Social media must be understood in relation to the “social 
network analysis” that the stalker state has always pursued. Long 
before social media apps expanded and publicized our immediate 
networks, the state was looking for ways to track and assess 
social networks in order to criminalize different communities 
and political organizations through social network analysis. 
A 1981 FBI bulletin advised agents that “an investigator may 
want to gather and analyze interpersonal network relationships 
by counting the number of instances in which people interact.”  
The bulletin explained: 

“Where people are linked to others through the social relations 
identified above, they are also tied to society through membership 
bonds with various groups and organizations.” As soon as modern 
social media started to become popular, it didn’t take long for 
government entities to flag them as effective tools for tracking 
and criminalizing social networks. 

“Where people are linked to others 
through the social relations 
identified above, they are also 
tied to society through membership 
bonds with various groups and 
organizations.” 

“Around 12:20 a.m., the DOC notified 
the CP that an arrestee was streaming 
video on a jail transportation bus via 
a Black Lives Matter South Pasadena 
social media account. Lieutenant 
Heredia dispatched officers who were 
able to locate and take possession 
of the phone until the person was 
cited and released, at which point 
the phone was returned.”

SOCIAL MEDIA and LAPD 
Police surveillance of social media has been directly tied to 
surveillance in the streets. At the same time that academic and 
corporate surveillance pioneers were developing new technologies 
such as “artificial intelligence” to analyze mass information from 
social and other sources, LAPD continued monitoring social media 
profiles through more analog means. Then in 2015 the LAPD released 
a Social Media User Guide legitimizing social media surveillance 
as an addition to their surveillance arsenal –– a harbinger for 
academic and corporate-led sophistications in how these mediums 
are surveilled. One year later, Jeffrey Brantingham, creator 
of the racist and now discredited predictive policing program 
PredPol, suggested using social media platforms to map gang 
networks, even going so far as identifying a “gang ‘Twitter-
space’” through the geotagging of tweets in Latinx neighborhoods 
in Los Angeles.

— ECHO PARK REHABILITATION AFTER ACTION REPORT, LOS ANGELES POLICE DEPARTMENT
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In 2015, LAPD officially began collecting social media handles on 
field interview (FI) cards. Anyone stopped on the street was another 
entry point for LAPD to study and criminalize relationships, 
friendships, and communities, including those assembled through 
dissent and organizing. 

Below are ways that social media  
abetted the LAPD in recent years:

• LAPD released a list of surveilled hashtags, of which include 
#BlackLivesMatter #BlackLivesMatter-LA, Sandra Bland, Tamir 
Rice, and other topics relating to addressing anti-Black racist 
violence within policing.

• Public records obtained by the Stop LAPD Spying Coalition show 
that Instagram posts were monitored during the 2020 uprisings 
to identify actions critical of policing and the individuals 
organizing them.

Surveilled hashtags:

#BlackLivesMatter
#LAPCFails
#SayHerName

#SandraBland
#TamirRice
and more...

• This same analog monitoring was at 
play during the violent removal 
of the unhoused community at Echo 
Park Lake in March 2021; LAPD’s 
after-action report identified many 
examples of the department using 
social media posts to vilify housing 
rights activists and unhoused 
community members.

LAPD monitored social media profiles during the 
raid on Echo Park Lake to locate protestors.
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Echo Park Rehabilitation

Activist Activity

Ayman Ahmed

Aftermath
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In early 2022, LAPD circulated internal alerts about 
the Stop LAPD Spying Coalition’s announcements on 
social media about a town hall we hosted to learn 
about social media surveillance from community 
organizers, a lawyer, and a journalist. LAPD 
manufactured alarm about the event, sensationalizing it  
as a “Planned Protest” and “demonstration to protest 
alleged LAPD social media surveillance” that might 
threaten nearby police “assets”.

“PLANNE
D 

PROTEST
”

LAPD sen
sational

ized thi
s event 

as



14 15

SOCIAL MEDIA providers  
are complicit
Social media companies aid law enforcement agencies in 
facilitating targeted surveillance. Meta (Instagram, Facebook) 
introduced a function that allows law enforcement to freeze 
and store posts from social media accounts of individuals 
targeted for criminalization. LAPD’s instructional videos on 
the practice even encourage violating the platforms’ policies 
and creating fictitious online accounts to ensure anonymity as 
officers pore through social media accounts. It’s worth noting 
that creating fictitious personas has been a core component of 
LAPD’s Intelligence Gathering Guidelines since 2012.

In 2015, LAPD officially began collecting social media handles on 
field interview (FI) cards. Anyone stopped on the street was another 
entry point for LAPD to study and criminalize relationships, 

Third party social media surveillance software has 
further entrenched this partnership between social 
media providers and law enforcement: 

• Documents obtained in a lawsuit recently revealed LAPD’s 
widespread use of Geofeedia, a social media surveillance 
software advertised for its utility in surveilling dissent.

• The location information collected by social media platforms 
in order to deliver advertisements can be sold to anyone 
interested in mapping all of our locations and movements, along 
with our thoughts and relationships.

• Dataminr, surveillance software that was used by LAPD to 
monitor the 2020 uprisings, is partly owned by Twitter and is 
listed as an official partner of the social media platform.
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SURVEILLANCESURVEILLANCE

LAPDLAPD SOCIAL MEDIASOCIAL MEDIA
COMPANIESCOMPANIES

The police state’s need for access to content has resulted 
in platforms expanding their invasive entry into our lives, 
monitoring and assessing what we consume to ensure we have more 
to consume. Through the commodification of our attention, our 
values, and our information, social media platforms are datafying 
our bodies in the same way as many other agencies that profit 
from our surveillance. It is through this lens that we must view 
social media as a tool that enriches the stalker state and expands 
surveillance capitalism deeper into our lives. 

The capitalists running platforms like Meta and Twitter directly 
benefit from our surveillance. The corporate ties between social 
media services are inextricable from our daily lives and the 
violent state that seeks to control us. They are operational, 
institutional, and ideological, and all part of an ecology that 
we need to organize against systemically beyond just specific 
programs and policies. Working to dismantle LAPD’s social media 
surveillance will mean reckoning with the symbiotic relationship 
these platforms have to violence against our communities.

CONCLUSION
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NOTES
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